
IDE Reminder About Identity Theft Fraud 

 

Dear Employer, 

  

The Illinois Department of Employment Security (IDES) would like to 
share updates from the agency, to better serve you and your employees: 

Reporting Identity Theft Fraud 

  

IDES has developed a reporting form for employers to report instances 
of identity theft which resulted in fraudulent claims being filed under the 
names of one or more of their employees. Please refer to this guide to 
securely submit an identity theft report at MyTax.Illinois.gov. Additional 
guidance to protect employees against identity theft fraud is available on 
IDES’s employer fraud webpage. IDES respectfully request that all 
employer ID theft fraud claims now be submitted using the MyTax form 
and not through any individual IDES email accounts or telephone calls.  

  

Phishing Schemes 

Fraudsters are renewing their attacks posing as IDES representatives 
attempting to steal personal information via email, text and social media 
messages. Please remain alert and vigilant to identify fraudulent 
communications. IDES will never contact individuals via text 
message.  For further reference, see the Fraud & Phishing 
Alert and Phishing Schemes Press Release.  

  
   

   

 

   

 

 

 

 

 

https://r20.rs6.net/tn.jsp?f=001_46B_mxq5TgQayAm9fUsMVlHqYODfoicW1Qna69wGHAj2ZKTwm56k7nF2jam_nwA5xIwEDbc5zUcITsUgvBuZ4mnaJiqk_PwuG0I9KmuyEDJarGlwNdHlQ4zMUYdiBc8y8FcXlQoXd00ilct0Q9IkFffeyfx-_wq6oIo0fPPRMr3jnd1ZMx30J-DA9E9FU_3c_zVgTzQ4TU=&c=cZi6rsRh2T7-B0G18gOcFb9kifjEs7olGoz4eifIaXeKdmIOJ865LQ==&ch=rQXmsnZNwoqbWLDznIqm66n_ggvWdAkUEOgKjQm_ULXxOAHQO6z1Ow==
http://mytax.illinois.gov/
https://r20.rs6.net/tn.jsp?f=001_46B_mxq5TgQayAm9fUsMVlHqYODfoicW1Qna69wGHAj2ZKTwm56k7nF2jam_nwAFSGbMLfJtQKdxxd6gvKq0SGepa0hITnyzWCVzCOOyZw5WXtTvoMpwnqjcl5XfwAMtNlSRe-hb5Heo9I2n48hA_DsZsEqPgkNddbdWpLEBaTn7VDB8NkoduuQ2YhVgiyMow7AVbhVwBU=&c=cZi6rsRh2T7-B0G18gOcFb9kifjEs7olGoz4eifIaXeKdmIOJ865LQ==&ch=rQXmsnZNwoqbWLDznIqm66n_ggvWdAkUEOgKjQm_ULXxOAHQO6z1Ow==
https://r20.rs6.net/tn.jsp?f=001_46B_mxq5TgQayAm9fUsMVlHqYODfoicW1Qna69wGHAj2ZKTwm56k7nF2jam_nwAHJrbs65u4USfW2Uyu8z8y3HIf3mfACegRxah_SUi1ljqDRXmnKBeE5wYlrZ3b5ORovVDwVmvkZUmFDTsIw0zCkBFHfN5PFzDIF5VsxFCdf9Un5jS5_EWONc-ZM4SbF5ORvID_jBjk2U=&c=cZi6rsRh2T7-B0G18gOcFb9kifjEs7olGoz4eifIaXeKdmIOJ865LQ==&ch=rQXmsnZNwoqbWLDznIqm66n_ggvWdAkUEOgKjQm_ULXxOAHQO6z1Ow==
https://r20.rs6.net/tn.jsp?f=001_46B_mxq5TgQayAm9fUsMVlHqYODfoicW1Qna69wGHAj2ZKTwm56k7nF2jam_nwAHJrbs65u4USfW2Uyu8z8y3HIf3mfACegRxah_SUi1ljqDRXmnKBeE5wYlrZ3b5ORovVDwVmvkZUmFDTsIw0zCkBFHfN5PFzDIF5VsxFCdf9Un5jS5_EWONc-ZM4SbF5ORvID_jBjk2U=&c=cZi6rsRh2T7-B0G18gOcFb9kifjEs7olGoz4eifIaXeKdmIOJ865LQ==&ch=rQXmsnZNwoqbWLDznIqm66n_ggvWdAkUEOgKjQm_ULXxOAHQO6z1Ow==
https://r20.rs6.net/tn.jsp?f=001_46B_mxq5TgQayAm9fUsMVlHqYODfoicW1Qna69wGHAj2ZKTwm56k7nF2jam_nwA8BhmKm30dbXeAAMnDfwJ97wkqgttO6ydntR4Dwb8oUlstYYb9jWlSQtoyJ4Raj3ZLqETm79i1rAegw9koDMlyRKvdjAziXFiRRZqMa_EF6PrI2AgQc7w-eeFxtDimFxlkKnd06_Y1bk=&c=cZi6rsRh2T7-B0G18gOcFb9kifjEs7olGoz4eifIaXeKdmIOJ865LQ==&ch=rQXmsnZNwoqbWLDznIqm66n_ggvWdAkUEOgKjQm_ULXxOAHQO6z1Ow==

